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DETAILED ACTION 

Claims 1-22 are presented for examination. 



Claim Rejections - 35 (JSC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

High-bandwidth Digital Content Protection System, Revision 1.0 by Intel Corporation 

and HDCP Revision 1 .0 hereinafter), in view of Doiron et al., (U.S. Patent No. 5,481 ,610 

and Doiron hereinafter). 



Regarding claims 1, 4-5, 12, and 15-16, HDCP Revision 1.0 discloses a method 
of using a cryptographic key in a display device, comprising: 

in a display device having a printed circuit board (PCB) and a master block, 
providing a key to the PCB by the master block (HDCP Revision 1.0, Pages 6-27). 

HDCP Revision 1.0 does not expressly disclose encrypting the cryptographic 
keys before storing them. 

However, Doiron discloses selecting one of a number of encryption protocols 
available to the PCB, encrypting the key based upon the selected encryption protocols, 
storing the encrypted key in a non-volatile memory by the PCB, decrypting the stored 
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encrypted key, as needed, by the PCB based upon the selected encryption protocol 
(Col. 9, lines 53-67 and Col. 10-11, lines 1-67 and CoL 12, lines 1-30). 

Therefore, it would have been obvious to a person of ordinary skill in the art at the 
time of applicant's invention to modify teachings of HDCP Rvision 1 .0 with teachings of 
Doiron because it would allow to include storing cryptographic keys in an encrypted 
form as disclosed by Doiron. This modification would have been obvious because one 
of ordinary skill in the art would have been motivated by the suggestion of Doiron to 
provide an arrangement for safeguarding the secrecy of encryption/decryption keys 
stored by a mobile/portable radio transceiver that does not require any additional 
hardware components or other costly additions to the transceiver architecture and yet 
provides flexibility in securely storing a large number of selectable different 
cryptographic keys (Doiron, Col. 3, lines 49-55). 

Regarding claims 2-3 and 13-14, HDCP Revision 1.0 does not expressly disclose 
selecting one of the number of available encryption protocols for each of the provided 
keys, and encrypting each of the provided keys based upon a particular one of the 
selected encryption protocols. 

However, Doiron discloses further comprising: selecting one of the number of 
available encryption protocols for each of the provided keys, and encrypting each of the 
provided keys based upon a particular one of the selected encryption protocols (i.e., 
different banks and/or keys can be used (Col. 5, lines 5-35 and Col. 7, lines 29-42). 
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Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify teachings of HDCP Rvision 1 .0 with 
teachings of Doiron because it would allow to include selecting one of the number of 
available encryption protocols to encrypt each of the provided keys as disclosed by 
Doiron. This modification would have been obvious because one of ordinary skill in the 
art would have been motivated by the suggestion of Doiron to provide an arrangement 
for safeguarding the secrecy of encryption/decryption keys stored by a mobile/portable 
radio transceiver that does not require any additional hardware components or other 
costly additions to the transceiver architecture and yet provides flexibility in securely 
storing a large number of selectable different cryptographic keys (Doiron, Col. 3, lines 
49-55). 

Regarding claims 6-9, 11, 17-20, and 22, HDCP Revision 1.0 discloses wherein 
the plurality of keys includes a decryption key and an authentication key (HDCP 
Revision 1.0, Pages 6). 

Regarding claims 10 and 21, HDCP Revision 1.0 does not expressly disclose 
encrypting the cryptographic keys. 

However, Doiron discloses retrieving an encrypted authentication key (i.e., 
encrypted cryptographic key) from the non-volatile memory corresponding to the 
authentication request (i.e., encrypted radio communication), and decrypting the 
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authentication request based upon a corresponding decryption protocol (Col. 7, lines 29 
- Col. 9, lines 30). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify teachings of HDCP Rvision 1 .0 with 
teachings of Doiron because it would allow to include retrieving an encrypted 
authentication key (i.e., encrypted cryptographic key) from the non-volatile memory as 
disclosed by Doiron. This modification would have been obvious because one of 
ordinary skill in the art would have been motivated by the suggestion of Doiron to 
provide an arrangement for safeguarding the secrecy of encryption/decryption keys 
stored by a mobile/portable radio transceiver that does not require any additional 
hardware components or other costly additions to the transceiver architecture and yet 
provides flexibility in securely storing a large number of selectable different 
cryptographic keys (Doiron, Col. 3, lines 49-55). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Arezoo Sherkat whose telephone number is (571 ) 272- 
3796. The examiner can normally be reached on 8:00-4:30 Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Arezoo Sherkat 
Patent Examiner 
Group 2131 
Dec. 9, 2005 





